Port of Los Angeles Learning Resource Menu

FEMA Education, Training, Exercise, & Support for Elected and Appointed Leaders

FEMA is committed to support Local and Jurisdictional officials and their staff through senior-level
education, exercises and other support resources focused on key emergency management concepts.
This menu highlights resources available for senior local governmental officials and their staff.

Executive Learning

FEMA Local Elected & Appointed Officials Guide

The Local Elected and Appointed Officials Guide provides an
introduction to emergency management concepts and principles
for local senior officials. It outlines their roles and responsibilities
before, during and after disasters, as well as additional
resources available. Topics include:

= Federal Partners, Programs, & Processes =  Crisis Management
= Consequence Management = Continuity of Government

View this video on potential roles local senior officials play before, during, and after disasters.

Executive Education Program

The Executive Education Program at Center for Homeland Defense and Security (CHDS) provides a wide-range of
tailored homeland security educational opportunities designed to help strengthen U.S. capability to prevent, deter,
prepare for, respond to, and recover from terrorist attacks, natural disasters, and public safety threats and to build
the intergovernmental, interagency, and civil-military cooperation that homeland security requires.

Planning Guides

FEMA provides Planning Guides to support community engagement in emergency preparedness. These guides help
the whole community think through the lifecycle of a potential crisis, determine required capabilities, and establish a
framework for roles and responsibilities.

The following resources are recommended for Port of Los Angeles:

= (Critical Infrastructure = Planning Considerations for Cyber Incidents
= | ocal Elected Officials Guide, Quick Reference = Comprehensive Preparedness Guide (CPG) 201.:
Guide, and Checklist THIRA/SPR Guide

FEMA'’s Combined Training Catalog

Visit www.firstrespondertraining.gov to explore FEMA’s 700+ tuition-free training courses across 18 professional
disciplines and 32 core capabilities. In collaboration with academia, renowned practitioners and industry leaders,
FEMA's training team, including the National Training and Education Division (NTED), the Emergency Management
Institute (EMI), and the Center for Domestic Preparedness (CDP), delivers comprehensive and contemporary
curricula to support the advancement of both strategic and tactical level objectives.

Courses cover a wide range of topics and are designed for members of the emergency management and first

responder communities, and well as others dedicated to building a prepared and resilient nation.
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https://www.fema.gov/sites/default/files/documents/fema_local-elected-officials-guide_2022.pdf
https://www.youtube.com/watch?v=ls0sEqtHLLw
https://www.chds.us/c/academic-programs/eep/
https://www.fema.gov/emergency-managers/national-preparedness/plan
https://www.fema.gov/cbrn-tools/key-planning-factors-chemical-incident/kpf1/3/3-2
https://www.fema.gov/sites/default/files/documents/fema_planning-considerations-cyber-incidents_2023.pdf
https://www.fema.gov/sites/default/files/documents/fema_local-elected-officials-guide_2022.pdf
https://www.fema.gov/sites/default/files/documents/fema_local-elected-officials-quick-reference-guide_2022.pdf
https://www.fema.gov/sites/default/files/documents/fema_local-elected-officials-quick-reference-guide_2022.pdf
https://www.fema.gov/sites/default/files/documents/fema_local-elected-officials-checklists_2022.pdf
https://www.fema.gov/sites/default/files/2020-07/threat-hazard-identification-risk-assessment-stakeholder-preparedness-review-guide.pdf
https://www.fema.gov/sites/default/files/2020-07/threat-hazard-identification-risk-assessment-stakeholder-preparedness-review-guide.pdf
http://www.firstrespondertraining.gov/
https://www.fema.gov/sites/default/files/documents/fema_core-capability-development-sheets.pdf

Recommended Key Training Courses and Programs for the Port of Los Angeles

FEMA recommends the following key training courses and programs for Port of Los Angeles, with a focus on
enhancing cybersecurity:

MGT-310 Threat and Hazard ldentification and Risk Assessment and Stakeholder Preparedness Review
MGT-315 Conducting Risk Assessments for Critical Community Assets
MGT-418 Readiness: Training Identification and Preparedness Planning
MGT-312 Senior Officials Workshop for All Hazards Preparedness

AWR-383 Cybersecurity Risk Awareness for Officials and Senior Management
AWR-213 Critical Infrastructure Security and Resilience Awareness
AWR-169-W Introduction to Cyber Incident Management

AWR-366-W Developing a Cyber Security Annex for Incident Response
MGT-452 Physical and Cybersecurity for Critical Infrastructure

MGT-414 Critical Infrastructure Resilience and Community Lifelines

PER-398 Cybersecurity Resiliency in Industrial Control Systems

PER-382 Malware Prevention, Discovery, and Recovery

Additional Training and Exercise Resources

Continuity Excellence Series: Comprehensive training developed by FEMA National Continuity Programs (NCP) for
continuity professionals across sectors to build robust continuity capabilities.

Continuity Resource Toolkit: Practical guidance and tools from FEMA NCP for planning, exercising, and
maintaining critical infrastructure operations. The toolkit also includes a continuity Exercise Starter Kit.

Critical Infrastructure Security and Resilience: Training and education through EMI’s Independent Study Program
to support implementation of the National Infrastructure Protection Plan.

Cybersecurity Training and Exercises: Collaborative efforts between FEMA’s National Exercise Division and DHS
CISA to enhance cyber and physical security for critical infrastructure.

Events, Conferences, Symposiums

National Preparedness Symposium: Annual FEMA-hosted event for emergency preparedness professionals to
discuss national preparedness issues.

National Cybersecurity Symposium: Annual FEMA event for emergency managers and IT/cybersecurity
professionals to prepare communities for cyber incidents and enhance resilience.

National Homeland Security Conference: Annual meeting of homeland security, law enforcement, fire, and
emergency management professionals to learn about emerging trends and new technology.

International Association of Emergency Managers Conference: Forum to discuss current trends, and share
information on the latest tools and technology in emergency management.

Contact

To learn more details, please contact FEMA’s National Training and Education Division (NTED):

Andrew Seward, Strategic Senior Advisor | Andrew.Seward@fema.dhs.gov
Krista Junvisetsak, National Collaboration and Engagements Manager | Krista.Junvisetsak@fema.dhs.gov
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https://www.firstrespondertraining.gov/frts/npccatalog?id=244
https://www.firstrespondertraining.gov/frts/npccatalog?id=254
https://www.firstrespondertraining.gov/frts/npccatalog?id=1084
https://www.firstrespondertraining.gov/frts/npccatalog?id=247
https://www.firstrespondertraining.gov/frts/npccatalog?id=5583
https://www.firstrespondertraining.gov/frts/npccatalog?id=384
https://www.firstrespondertraining.gov/frts/npccatalog?id=81
https://www.firstrespondertraining.gov/frts/npccatalog?id=4873
https://www.firstrespondertraining.gov/frts/npccatalog?id=3322
https://www.firstrespondertraining.gov/frts/npccatalog?id=1001
https://www.firstrespondertraining.gov/frts/npccatalog?id=5824
https://www.firstrespondertraining.gov/frts/npccatalog?id=5027
https://www.fema.gov/emergency-managers/national-preparedness/continuity/excellence-series
https://www.fema.gov/emergency-managers/national-preparedness/continuity/toolkit
https://training.fema.gov/is/cisr.aspx
https://www.cisa.gov/cybersecurity-training-exercises
https://training.fema.gov/eminewsletter/issues/2024/emi-newsletter_v4-3_2024.pdf
https://training.fema.gov/emigrams/2024/1828-training%20opportunity-emi_e8515_cybersecurity_symposium_march%2025-28,%202024.pdf?d=1/8/2024
https://www.nationalhomelandsecurity.org/
https://www.iaem.org/usconf
mailto:Andrew.Seward@fema.dhs.gov
mailto:Krista.Junvisetsak@fema.dhs.gov

